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Tailored Threat Response with

RocketCyber’s Dynamic Remediation

Increase Security Efficiency, Without Compromise

The cybersecurity landscape changes quickly. That is why businesses require security solutions that can rapidly
adapt to fit their evolving cybersecurity needs. RocketCyber’s new Dynamic Remediation feature enables you to
customize how our security operations center responds to threats within your organization, ensuring you have
the defenses you need when you need them. Now, with Dynamic Remediation, you can pre-authorize specific
actions to be taken in the event of a threat, ensuring swift and appropriate responses.

Details and Settings Remediation Notifications Permissions Branding Billing Contact RocketCyber API

Remediation Authorization

Authorize the SOC team to execute remediation and response actions

@) Device Isolation Authorization

Host isolation prevents the spread of malicious activity by blocking a compromised machine from communicating
with other devices on the network or the internet.

(Ol Device Remediation Authorization

The RocketCyber agent has the ability to delete files, kill processes, uninstall software, and more. These remediation
actions may be executed if malicious activity is discovered.

() Remove Files

(I Terminate Processes
(I Uninstall Software

O Mirost 365 Romadi

Microsoft 365 user accounts can be isolated by disabling the account and terminating all active sessions. These remediation actions
may be executed if confirmed malicious behavior is discovered.

(J Disable Accounts
() Terminate Active Sessions

Qverwrite remediation settings for all organizations -
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Pre-Authorized Remediation Actions

When a potential threat is identified, our expert

SOC analysts will execute specific actions that are
preauthorized by you, empowering your team to maintain
control while ensuring rapid response. For example here

are some of the response actions you can pre-authorize:

Device Isolation Authorization
Quickly contain threats by isolating compromised
devices from the internet and network, preventing lateral

t and additional d . . 9 nc
movement and additional damage RocketCyber: Dynamic Remediation

Device Remediation Authorization

e Remove Files: Delete malicious files before they can RocketCyber has been making advanced

threat detection easy and efficient since 2017
do harm.

with our comprehensive Managed Detection

e Terminate Processes: End harmful processes when and Response (MDR) service natively

detected to neutralize active threats. monitoring the three most critical attack
e Uninstall Software: Remove unauthorized or infected vectors: endpoint, network, and cloud. As a

software swiftly to restore security. part of the 24/7 MDR service, RocketCyber

Microsoft 365 Remediation Authorization includes scalable and customizable

e Disable Accounts: Lock compromised accounts remediation actions that you can

pre-authorize for your organization’s needs.

to prevent further misuse or malicious activity.

e Terminate Active Sessions: Shut down suspicious

sessions, cutting off any ongoing attacks.

Scalable, Customizable and Built for You

Remediation actions can be configured globally in addition to by site or location, enabling the granularity to fully tailor
our responses to fit the needs of a range of organization types. No more one-size-fits-all security—RocketCyber delivers
the protection your business deserves.

Interested in learning more?

GET A DEMO


https://www.rocketcyber.com/book-a-demo/?utm_source=701Rp00000GIgXb

